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B Network monitoring software

o Reduces a burden of network administrator with automatic
checking of device and service status and error report

o Type of software

o Commercial
o Comprehensive features
o Nice user interface
o Cost alot

o Open-source
o No technical support
o Difficult to use
o Free!




N Nagios

o Nagios is the widely used open-source powered
by a big developer community.
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o Many users such as ISPs, governments and big
enterprises (Yahoo, Amazon, Google)




N Nagios

o The main tasks of Nagios are to monitor status of

network devices and their services and to notify
system administrators of network problems.

o Nagios perform status check and notify a problem
through the use of external “plugins”, which are
compiled executables or scripts (Perl, shell, etc.)

o The core of Nagios engine is a scheduler daemon that
regularly executes plugins to probe specified network
devices and their services.

o Nagios requires text-based configuration files to
control all its activity.



Limitations of Nagios
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o Some limitations are probably due to the minimalism
philosophy of Nagios design concept.

o Some of the weaknesses can be fulfilled with add-ons
or plugins from the Nagios community.

o Some limitations remain a challenge to fulfill.



Limitations that can be solved wi

NetrrAY” third-party add-ons

Problem  |Fixedwith
Un-user friendly GUI NagVIS, NetHAM
Lack of Database and NDOUTtils, Opdb,
Performance Records NagiosGrapher
Difficult Configuration Lilac, Fruity, NagiosQL,

NConf

Lack of Automatic Device  NACE,
Discovery check_find_new_hosts,

Nmap2Nagios-ng

* Many add-ons are not straightforward and user-friendly.
Administrator still need to tweak and adapt them to suit each network.
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@ Limitations without current

Netrr AxY? solutions

o Most of the problems are due to limitations of the
native Nagios structure.

o Nagios makes no distinction among different types
of devices like servers, routers, or switches.

o Nagios treats every device generically as a host.
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Limitations without current
sulotions

o How to treat an “interface” of a router or a switch?

Service

Host

The interface will not show up on a network map
and difficult to quickly trouble-shoot connectivity
problem.

* Non-IP interface cannot be checked as a “host” by
Nagios plugin

* The interface shows up on a topology display as
independent host device.

* Need more levels of relationship between hosts.



Limitations without current
Netxz AVY® sulotions

o How to monitor and report status of a “link”?

« Nagios has a link that represent parent-child
relationship only.

« No property such as propagation delay, channel
quality, link utilization and bandwidth.

A link cannot treated as host or service.

o How to detect network anomaly dynamically?

« Almost all Nagios check plugins use thresholds to classify
levels of network status (critical, warning, ok).

« User have to know all performance levels in advance

before configuring plugin.
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@ Nagios as Framework for creating a

Neemz av¥”  Jser-Friendly Network Monitoring Tool

o New prototype named NetHAM (Network Health
Analysis and Monitoring)

o New user interface
o Monitoring panel (with Adobe Flex)
o Configuring panel (modified NagiosQL)
o New modules by using Nagios Event Broker API
o NagDB: use to capture output returned by
Nagios plugin.
o NagTrigger: use to link internal Nagios event to
external command executions.
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o Monitor — Interactive GUI with flex

mmtwork Health Analysis and Monitoring

Monitor | Configure |

Devicestatus |y

Favorite

NetHAM user interface
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o Configure
mNGMOrk Health Analysis and Monitoring

Configure

Hosts
Routers
Services
Heost/Devices groups
Service groups
Host templates
Service templates

Administration

NetHAM user interface

Define hosts (hosts.cfg)
Advance settings

Monitor | Configure |

Logged in : Admin | Logout

Basic settings

Host name™

Address”

Parents

Services

Check status
command

Command view

Epsilan
Bacon
WebServer
FTPServer

aEu=1

O+ Onull @ standard @)

check-http
check-alive
chk-load
chk-remote-cpu
chk-remote-mem
test-sevice-edit

=1
O O

[ check-host-alive

Description*

Host/Device groups

® N
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Device icon (*gif) [ Choose File ) no file selected

Active i}

@ command
use
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Example of NetHAM alert

When the network problem is found, NetHAM sends
an alert to administrator via variety channels.

** PROBLEM Host Alert: Switch_B is DOWN ™ Inbox |X
show details 3:43 AM (4 hours aga)| *» Reply | ¥

ios@l 1h 1 1d into me

g

***** NetHAN ===

Motification Type: PROBLEM
Host: Switch_B

State: DOWN

Address: 10.10.10.234

Info: (Host Check Timed Out)

Date/Time: Mon Jul 27 03:43.38 ICT 2009

4 Reply =¥ Forward Home Profile FII'IV

twn!:i:er

u nethamdemo

+ Following &

ios@l 1h 1 14 into

- Show quoted text -
Date/Time: Mon Jul 27 03:45:38 ICT 200

4 Reply =* Forward

Lists Tt

Type: RECOVERY, Host:
Linksys_Switch (203.185.97.22),
State: UP, Time: 12-17-2009 13:07:56

Type: RECOVERY, Host: Testbed (203.185.97.44), Service: HTTP,
State: OK, Time: 12-17-2009 12:52:42

about 2 hours ago from AP

Type: PROBLEM, Host: Linksys_Switch (203.185.97.22), State:
DOWN, Time: 12-17-2009 12:25:19

urs ago from AP

Type: RECOVERY, Host: Host49 (203.185.97.49), Service: HTTP,

State: OK, Time: 12-17-2009 11:18:35

al

Service
HTTP

NETHAM ALERT Sl=1

=} PROBLEM Netham Alert Host: Host49 status is DOWN,

* NetHAM AlLert * Date/Time :Wed, 16 Dec 2009 16:11:12
+0700 IP Address: 203.185.97 .49 status is DOWN

[# RECOVERY .Netham Alert Host: Host49 status is UP.
PROBLEM.Netham Alert Host: Host49 status is DOWN,
PROBLEM.Netham Alert Host: Linksys Switch status is DOWN.
RECOVERY Netham Alert Host: Host49 status is UP,
RECOVERY Netham Alert Host: Linksys Switch status is UP
[#] PROBLEM . Netham Alert Host: Host49 status is DOWN,

files Call

Games

netham_msn@live.com (offiine)

i) netham_msn@live.com appears to be offline. Messages you send will be delivered
when they sign in. E-mail this contact instead | Add a mobile number for this contact

-

netham_msn@live.com said: LAl
host = Host208 : servicename = $: serviceout = § : hoststate= DOWN : ip=
203.185.97.208 : time= Thu Dec 3 15:03:55 ICT 2009
host = Host208 : servicename = §$: serviceout = $ : hoststate= DOWN : ip=
203.185.97.208 : time= Thu Dec 3 14:57:28 ICT 2009 =
host = Host208 : servicename = §$: serviceout = $ : hoststate= UP : ip=
203.185.97.208 : time= Thu Dec 3 15:00:40 ICT 2009
host = Host208 : servicename = §$: serviceout = $ : hoststate= UP : ip=
203.185.97.208 : time= Thu Dec 3 15:07:39 ICT 2009
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Mo Conclusion

o Nagios is one of the most popular open-source
network monitoring tools.

o Some limitations can be improved with third-party
add-ons or plugins
o Some limitations still need to fulfill

o Nagios can be used as a framework for building
more powerful and easy-to-use network
monitoring software.
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Thank you.

iInms-nectec@googlegroups.com

17



