
NISHIMOTO NISHIMOTO ItsuroItsuro
JSOC Chief DirectorJSOC Chief Director
LittleLittle eArtheArth Corporation Co., Ltd. (LAC)Corporation Co., Ltd. (LAC)

itsuroitsuro@@laclac.co..co.jpjp
http://www.http://www.laclac.co..co.jpjp/security//security/

All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT Creating and Operating a CSIRT 
(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprise.within the Enterprise.within the Enterprise.within the Enterprise.within the Enterprise.within the Enterprise.within the Enterprise.within the Enterprise.

APRICOT APRICOT ２００５２００５２００５２００５２００５２００５２００５２００５ KYOTOKYOTO

T6T6--33



2 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

２．２．２．２．２．２．２．２．CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT (Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprise

３．３．３．３．３．３．３．３．PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)PSOC (Private Security Operation Center)

４．４．４．４．４．４．４．４．Security ManagementSecurity ManagementSecurity ManagementSecurity ManagementSecurity ManagementSecurity ManagementSecurity ManagementSecurity Management

５．５．５．５．５．５．５．５．Security MaintenanceSecurity MaintenanceSecurity MaintenanceSecurity MaintenanceSecurity MaintenanceSecurity MaintenanceSecurity MaintenanceSecurity Maintenance

６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring

７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

８．８．８．８．８．８．８．８．Practice Practice Practice Practice Practice Practice Practice Practice LevalLevalLevalLevalLevalLevalLevalLeval

ContentsContentsContentsContentsContentsContentsContentsContents



3 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
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Rapid development of information technology (IT)Rapid development of information technology (IT)
-- Progress of computer & network technologyProgress of computer & network technology
⇒⇒⇒⇒⇒⇒⇒⇒ the high speed, large capacity circuit (ADSL,the high speed, large capacity circuit (ADSL,

CATV connection)CATV connection)
⇒⇒⇒⇒⇒⇒⇒⇒ High speed processing ability, large capacity High speed processing ability, large capacity 

-- hard disk, memoryhard disk, memory
⇒⇒⇒⇒⇒⇒⇒⇒ Decline of a/the priceDecline of a/the price

-- Change of an/the application structureChange of an/the application structure
⇒⇒⇒⇒⇒⇒⇒⇒ TwentyTwenty--four hours constantly connectionfour hours constantly connection

-- Systematization, networkSystematization, network --izationization of the social life baseof the social life base

Rapid formation/settlement/growth Rapid formation/settlement/growth 
of the new societyof the new society

１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

New life and communication styleNew life and communication style
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

The situation of critical incidents number of cases in JSOCThe situation of critical incidents number of cases in JSOC
（（（（（（（（The urgent incident in security surveillance of JSOCThe urgent incident in security surveillance of JSOC））））））））

Year 2003: 1 occurrence/m/org. (65%: intranet)Year 2003: 1 occurrence/m/org. (65%: intranet)
Year 2004: 3Year 2004: 3～～～～～～～～4 occurrences/m/org. (90%: intranet)4 occurrences/m/org. (90%: intranet)

Client who considers intranet surveillance 
has increased

The incident number of cases in intranet 
relatively increase
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

Trend of the threat in JSOCTrend of the threat in JSOC
１．１．１．１．１．１．１．１．InternetInternet
１）１）１）１）１）１）１）１） ExploitExploit、、、、、、、、、、、、、、、、
２）２）２）２）２）２）２）２） Brute force attackBrute force attack
３）３）３）３）３）３）３）３） DoS DoS 

SpamSpam、、、、、、、、clickclick＆＆＆＆＆＆＆＆reloadreload（（（（（（（（ProgramProgram）、）、）、）、）、）、）、）、 synsyn flood flood 、、、、、、、、、、、、、、、、
４）４）４）４）４）４）４）４） Web applicationWeb application

２．２．２．２．２．２．２．２．IntranetIntranet
１）１）１）１）１）１）１）１） Virus/WormVirus/Worm
２）２）２）２）２）２）２）２） BOTBOT
３）３）３）３）３）３）３）３） P2P/TunnelingP2P/Tunneling
４）４）４）４）４）４）４）４） exploitexploit
５）５）５）５）５）５）５）５） Abuse of RightAbuse of Right
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
■■■■■■■■Movement in the past in case of JapanMovement in the past in case of Japan

Government officeGovernment office

First newFirst new--style virus event style virus event 
CoderedCodered、、、、、、、、NIMDANIMDA

2000 2000 -- 20012001
First security boom First security boom 
１）１）１）１）１）１）１）１） Security inspectionSecurity inspection
２）２）２）２）２）２）２）２）Server settingServer setting
３）３）３）３）３）３）３）３） IDS surveillance etc.IDS surveillance etc.

SPAMSPAM
PhishingPhishing

NewNew--style Trojan Horsestyle Trojan Horse？？？？？？？？

Event drivenEvent driven
InconsistentInconsistent

No plan No plan 

Web pages interpolationWeb pages interpolation

NewNew--style computer virus style computer virus 
22’’nd newnd new--style virus eventstyle virus event
BlasterBlaster、、、、、、、、WelchiaWelchia

Personal information Personal information 
protection lawprotection law
implementationimplementation

2003 2003 -- 20052005
22’’nd security boomnd security boom

１）１）１）１）１）１）１）１） Patch managementPatch management
２）２）２）２）２）２）２）２） Quarantine LANQuarantine LAN
３）３）３）３）３）３）３）３） IPS etc.IPS etc.Personal information leakagePersonal information leakage
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

IT that is said with revolutionary IT that is said with revolutionary 
over Motorizationover Motorization

HighspeedHighspeed/high function of PC/high function of PC

Penetration of broadbandPenetration of broadband

Fusion of network and systemFusion of network and system

Engine became highly efficientEngine became highly efficient

How much is the infrastructure arranged?How much is the infrastructure arranged?
IT society IT society vs vs Automobile societyAutomobile society

Highway/road was arrangedHighway/road was arranged

Generalization of automobileGeneralization of automobile

SituationSituation

Automobile came up to hereAutomobile came up to here
in this 100 yearsin this 100 years
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
You got a nice car.You got a nice car.

but,but,
When you driveWhen you drive

When it is urgentWhen it is urgent

Does it stop properly?Does it stop properly?

Does it turn firmly? Does it turn firmly? 

Is it able to avoid Is it able to avoid 
dangerous it safely?dangerous it safely?

Do the seat belt Do the seat belt 
and air bag work?and air bag work?

Be not the driver's seat Be not the driver's seat 
ruined?ruined?

Are you able to escapeAre you able to escape
from? from? 

Is the insurance effective?Is the insurance effective?

Customer is glad the cheap one.Customer is glad the cheap one.
However, even money is linked for,However, even money is linked for,
a safe car and performance falls.a safe car and performance falls.
However, basically,However, basically,
the car is a free enjoyable thing.the car is a free enjoyable thing.
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１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
Not only Not only 

the safe technologythe safe technology
of automobile?of automobile?

None the less many accidents occur None the less many accidents occur 
and many humanand many human lifeslifes are lost.are lost.

Furthermore, Furthermore, 
even the enormous economic losseven the enormous economic loss

by traffic jamby traffic jam

InfrastructureInfrastructure

Law systemLaw system
The social systemThe social system

Safe road viewSafe road view
Safe road design Safe road design 
and maintenanceand maintenance

IntersectionIntersection
Traffic signal etc.Traffic signal etc.

How is the IT society?How is the IT society?
We already cannot quitWe already cannot quit……..

道路交通法道路交通法道路交通法道路交通法道路交通法道路交通法道路交通法道路交通法
The Road Traffic Law The Road Traffic Law 

ControlmentControlment

Enlightenment Enlightenment 
and education etc. and education etc. 

道路運送車両法道路運送車両法道路運送車両法道路運送車両法道路運送車両法道路運送車両法道路運送車両法道路運送車両法
Road transport vehicle lawRoad transport vehicle law

Traffic mannersTraffic manners
driving techniquedriving technique

AntiAnti--pollution measurepollution measure



11 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground

DetermentDeterment PreventionPrevention DefenseDefense

Threat holderThreat holder VulnerabilityVulnerability ThreatThreat

RecoveryRecovery

Incident Incident 
occurrenceoccurrence 1.1. Shut off to produce damage Shut off to produce damage 

2.  Mitigation2.  Mitigation

Basis of the Basis of the 
measure of measure of 

unauthorized unauthorized 
accessaccess

Basis of the Basis of the 
measure of measure of 

abuse of rightabuse of right

Active security measureActive security measure
IT risk managementIT risk management

Passive security measurePassive security measure
Control damageControl damage

ItIt’’s very  difficult.s very  difficult. Mechanism that is possible Mechanism that is possible 
minimiseminimise the lossthe loss

DamageDamage
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DamageDamageThreat holderThreat holder VulnerabilityVulnerability ThreatThreat

Active security measureActive security measure
IT risk managementIT risk management

Passive security measurePassive security measure
Control damageControl damage

DetermentDeterment PreventionPrevention DefenseDefense RecoveryRecovery

Identification infra.Identification infra.Identification infra.Identification infra.Identification infra.Identification infra.Identification infra.Identification infra.

Quarantine LANQuarantine LANQuarantine LANQuarantine LANQuarantine LANQuarantine LANQuarantine LANQuarantine LAN

IPS/FirewallIPS/FirewallIPS/FirewallIPS/FirewallIPS/FirewallIPS/FirewallIPS/FirewallIPS/Firewall

AVAVAVAVAVAVAVAV

Security patchSecurity patchSecurity patchSecurity patchSecurity patchSecurity patchSecurity patchSecurity patch

EducationEducationEducationEducationEducationEducationEducationEducation

Trusted/Trusted/Trusted/Trusted/Trusted/Trusted/Trusted/Trusted/SecureOSSecureOSSecureOSSecureOSSecureOSSecureOSSecureOSSecureOS

MonitorMonitorMonitorMonitorMonitorMonitorMonitorMonitor

AVAVAVAVAVAVAVAV

MonitorMonitorMonitorMonitorMonitorMonitorMonitorMonitor
Early detection early correspondenceEarly detection early correspondenceEarly detection early correspondenceEarly detection early correspondenceEarly detection early correspondenceEarly detection early correspondenceEarly detection early correspondenceEarly detection early correspondence

SeftySeftySeftySeftySeftySeftySeftySefty

ReassuranceReassurance

Incident responseIncident responseIncident responseIncident responseIncident responseIncident responseIncident responseIncident response

Computer forensicsComputer forensicsComputer forensicsComputer forensicsComputer forensicsComputer forensicsComputer forensicsComputer forensics

MonitorMonitorMonitorMonitorMonitorMonitorMonitorMonitor
Inspection/precautionInspection/precautionInspection/precautionInspection/precautionInspection/precautionInspection/precautionInspection/precautionInspection/precaution

Incident occurrenceIncident occurrence

１．１．１．１．Back groundBack groundBack groundBack ground１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
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１．１．１．１．Back groundBack groundBack groundBack ground１．１．１．１．１．１．１．１．Back groundBack groundBack groundBack groundBack groundBack groundBack groundBack ground
Reference 

NPO-JNSA 
http://www.jnsa.org/english/e_index.html
Security incidents Survey Report
http://www.jnsa.org/english/e_active2003_1.html
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２．２．２．２．２．２．２．２． CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT (Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprise
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２．２．２．２．CSIRT CSIRT CSIRT CSIRT (Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprise２．２．２．２．２．２．２．２．CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT (Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprise

１）１）１）１）１）１）１）１）Positioning of incident handlingPositioning of incident handling

DetermentDeterment

PreventionPrevention

DefenseDefense--11

DefenseDefense--22

MonitoringMonitoring
Security policy / penaltySecurity policy / penalty

Vulnerability managementVulnerability management
Inspection/precautionInspection/precaution

Shut off to produce damageShut off to produce damage

AutomaticAutomatic

AA

BB

Mitigation(Automatic)Mitigation(Automatic)

Incident HandlingIncident Handling

ManMan System System 

◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎

◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎

◎◎◎◎◎◎◎◎ ○○○○○○○○

◎◎◎◎◎◎◎◎

◎◎◎◎◎◎◎◎ ○○○○○○○○

Security measure Security measure 
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２．２．２．２．２．２．２．２．CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT CSIRT (Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team)(Incident Handling Team) within the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprisewithin the Enterprise

２）２）２）２）２）２）２）２） Every day of the incident handling team?Every day of the incident handling team?

As for the incident handling team an incident takes an active As for the incident handling team an incident takes an active 
part at the time of occurrence. part at the time of occurrence. 

（１）（１）（１）（１）（１）（１）（１）（１）Every day enforcement of training in preparation forEvery day enforcement of training in preparation for
incident occurrence.incident occurrence.

（２）（２）（２）（２）（２）（２）（２）（２）Security operation, so calledSecurity operation, so called
⇒⇒⇒⇒⇒⇒⇒⇒ Incident handling is one of security operation.Incident handling is one of security operation.
⇒⇒⇒⇒⇒⇒⇒⇒ Consideration of SOC within the organization.Consideration of SOC within the organization.

(Private SOC) (Private SOC) 
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３．３．３．３．３．３．３．３． PPPPPPPPSOC SOC SOC SOC SOC SOC SOC SOC (Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)(Private Security Operation Center)
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１）１）１）１）１）１）１）１）PurposePurpose of PSOCof PSOC

Case 1
To improve the IT utilization technology (the IT literacy) 

of the employee and raise enterprise power

Case 2
Because thorough safe control is demanded

Case 3
To publicize externally

etc.

３．３．３．３．３．３．３．３．PSOCPSOCPSOCPSOCPSOCPSOCPSOCPSOC（（（（（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））））））



19 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

３．３．３．３．３．３．３．３．PSOCPSOCPSOCPSOCPSOCPSOCPSOCPSOC（（（（（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））））））

２）２）２）２）２）２）２）２） Pattern of PSOCPattern of PSOC

(1)  (1)  Operation method Operation method 

1)1) Management and inside interfacing, with the self, others are ouManagement and inside interfacing, with the self, others are out saucet sauce
2) 2) Almost, with the self, special field are out sauceAlmost, with the self, special field are out sauce
3)  3)  All, with the selfAll, with the self

(2) (2) ScopeScope

1) 1) Company insideCompany inside
2) 2) Company groupCompany group
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Office regulationsOffice regulations
PenaltyPenalty

PSOCPSOC

Security target
Audit Reporting

３．３．３．３．PSOCPSOCPSOCPSOC（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））３．３．３．３．３．３．３．３．PSOCPSOCPSOCPSOCPSOCPSOCPSOCPSOC（（（（（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））））））

３）３）３）３）３）３）３）３） Organization example Organization example 

CISO

TOPTOP

Computer systemComputer system
InfrastructureInfrastructure

Client PC environmentClient PC environment

Security systemSecurity system

Security Policy / standard e.t.c.Security Policy / standard e.t.c.

Security committee Security committee 
SecretariatSecretariat

SecuritySecurity
managementmanagement

m
aintenance

m
aintenance

Monitoring
Monitoring

Outside vendor Outside vendor 

DivisionDivision DivisionDivision DivisionDivision

Incident handling
Incident handling

Audit
Audit

Business continuation planBusiness continuation plan
Security planSecurity plan
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３．３．３．３．PSOCPSOCPSOCPSOC（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））３．３．３．３．３．３．３．３．PSOCPSOCPSOCPSOCPSOCPSOCPSOCPSOC（（（（（（（（Private Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation CenterPrivate Security Operation Center））））））））

4) 4) Thought of PSOC function division Thought of PSOC function division 
(1)(1) Lawmaking                                Lawmaking                                

!!!!!!!! Security committeeSecurity committee
!!!!!!!! Operation :  PSOCOperation :  PSOC

(2) Administration(2) Administration
!!!!!!!! Each divisionEach division

!!!!!!!! Operation :  PSOCOperation :  PSOC

(3) Justice & investigation(Police)(3) Justice & investigation(Police)
!!!!!!!! Legal department/Personnel affairs divisionLegal department/Personnel affairs division

!!!!!!!! Operation :  PSOCOperation :  PSOC

To be able to defend 
without fail 

To defend without fail 

Action 
that discerned target
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４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management

１）１）１）１）１）１）１）１） PSOC settlementPSOC settlement

The demand and the inspection from the security committee aThe demand and the inspection from the security committee are re 
accepted on behalf of PSOC.  Also, Reporting etc.accepted on behalf of PSOC.  Also, Reporting etc.

It is also possible to concurrently hold the post of the seIt is also possible to concurrently hold the post of the security curity 
committee secretariat.committee secretariat.
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management

２）２）２）２）２）２）２）２） Incident managementIncident management
(1) (1) Breakdown to the enforcement policy from the businessBreakdown to the enforcement policy from the business

demand, security demand (the goal)demand, security demand (the goal)
(2) (2) Vulnerability/threat/besides with the information collection andVulnerability/threat/besides with the information collection and

own threat analysis and also measure plan of event etc. own threat analysis and also measure plan of event etc. 
(3) (3) Feed back from security monitoringFeed back from security monitoring

Unauthorized access/ security policy violations/ suspicUnauthorized access/ security policy violations/ suspiciousious
access and also neglect of vulnerability e.t.c.access and also neglect of vulnerability e.t.c.

(4) (4) Discovery and analysis of the standard and the procedure Discovery and analysis of the standard and the procedure 
that they are not able to apply that they are not able to apply 

⇒⇒⇒⇒⇒⇒⇒⇒ Preparation/revision of the standard and the procedurePreparation/revision of the standard and the procedure
Completeness/education/training enforcement such as the polCompleteness/education/training enforcement such as the policy.icy.
A necessary security function plan. A necessary security function plan. 
(Determent/Prevention/Defense/Detection/Recovery).(Determent/Prevention/Defense/Detection/Recovery).
Maintenance of an appropriate precaution level.Maintenance of an appropriate precaution level.
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management

３）３）３）３）３）３）３）３） Security policy standard/procedure control Security policy standard/procedure control 

(1) (1) Although the procedure is a basis to set in each division Although the procedure is a basis to set in each division 
operation and maintenance (the work flow & record such operation and maintenance (the work flow & record such as as 
a application) in a bundle control rational by PSOC. a application) in a bundle control rational by PSOC. 

(2) (2) Operation and maintenance of the policyOperation and maintenance of the policy
1) 1) Policy document revision and common knowledge Policy document revision and common knowledge 

completeness and record. completeness and record. 
2) 2) Rationalization and record of policy operation. Rationalization and record of policy operation. 

Usually gearing work flow (common knowledge completenUsually gearing work flow (common knowledge completeness ess 
and approval/application)and approval/application)

3) 3) Education and training and record Education and training and record 
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management

４）４）４）４）４）４）４）４） Implementation management of security function Implementation management of security function 

(1) (1) Middle period planning of implementation.Middle period planning of implementation.
⇒⇒⇒⇒⇒⇒⇒⇒ Planning of next few years under risk prediction Planning of next few years under risk prediction 

on the basis of incident management.on the basis of incident management.

(2) (2) Prediction/survey/evaluation of the measure technology andPrediction/survey/evaluation of the measure technology and
product and also out sauce service etc. of the present conditioproduct and also out sauce service etc. of the present conditionn
in accordance with a/the middle period plan.in accordance with a/the middle period plan.

(3) (3) Enforcement control of the short term plan.Enforcement control of the short term plan.
⇒⇒⇒⇒⇒⇒⇒⇒ Expectation effect/budget/application cost.Expectation effect/budget/application cost.
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management
５）５）５）５）５）５）５）５） PDCAPDCA

PlanPlan⇒⇒⇒⇒⇒⇒⇒⇒DoDo⇒⇒⇒⇒⇒⇒⇒⇒CheckCheck⇒⇒⇒⇒⇒⇒⇒⇒ActionAction

CheckCheck : present condition grasp: present condition grasp
PlanPlan : measure plan: measure plan
DoDo : enforcement: enforcement

However, the security is not the leading part.
Because we want do something security becomes necessary.
Therefore, 

Generally,

CheckCheck⇒⇒⇒⇒⇒⇒⇒⇒PlanPlan⇒⇒⇒⇒⇒⇒⇒⇒Do  Do  
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４．４．４．４．Security managementSecurity managementSecurity managementSecurity management４．４．４．４．４．４．４．４．Security managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity managementSecurity management
５）５）５）５）５）５）５）５）PDCAPDCA

CIO, CSO etc.CIO, CSO etc.
Management layerManagement layer

PSOCPSOC

CC PP

CC PP
DD

CC PP
DD

CC PP

DD

ConstructionConstruction

OperationOperation

DD

CheckCheck : present condition grasp: present condition grasp
PlanPlan : measure plan: measure plan
DoDo : enforcement: enforcement
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５．５．５．５．５．５．５．５．Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)Maintenance(Security system)
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５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenance５．５．５．５．５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenance

１）１）１）１）１）１）１）１） Compliance operation and maintenance Compliance operation and maintenance 

(1)(1) Security documents disclosure and confirmation.Security documents disclosure and confirmation.
(2)(2) Work flow such as application.Work flow such as application.
(3) (3) Instructions and confirmation such as measure/precaution.Instructions and confirmation such as measure/precaution.

⇒⇒⇒⇒⇒⇒⇒⇒ Important viewpoint even operation recordImportant viewpoint even operation record



31 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenance５．５．５．５．５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenance

２）２）２）２）２）２）２）２） Security device operation and maintenance Security device operation and maintenance 

⇒⇒⇒⇒⇒⇒⇒⇒ Firewall, Anti Virus, Quarantine LAN, Patch management systemFirewall, Anti Virus, Quarantine LAN, Patch management system
Monitoring system Etc.Monitoring system Etc.

(1) Operation surveillance.(1) Operation surveillance.
(2) Definition file renewal and optimization.(2) Definition file renewal and optimization.
(3) Patch management of device itself. (3) Patch management of device itself. etc.etc.
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５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenance５．５．５．５．５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenance

３）３）３）３）３）３）３）３） Security help desk Security help desk 
(1) (1) User supportUser support

1) 1) Virus etc.Virus etc.

2) 2) Security setting supportSecurity setting support

(2) (2) System manager supportSystem manager support
1) 1) Vulnerability information and avoidance plan etc. to  serverVulnerability information and avoidance plan etc. to  server

systems.systems.

2) 2) Precaution method etc. Precaution method etc. 

(3) (3) Accept urgent correspondenceAccept urgent correspondence
(perhaps additional post with correspondence) (perhaps additional post with correspondence) 
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５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenance５．５．５．５．５．５．５．５．MaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenanceMaintenance
４）４）４）４）４）４）４）４） System healthy managementSystem healthy management

①①①①①①①① Operation situation of each system, network Operation situation of each system, network 
PING (IP layer), service port (service AP layer)PING (IP layer), service port (service AP layer)
In addition AP, DB etc.In addition AP, DB etc.

②②②②②②②② Property control of each system and client PCs.Property control of each system and client PCs.
(The setting contents, implemented AP etc.)(The setting contents, implemented AP etc.)

⇒⇒⇒⇒⇒⇒⇒⇒It makes NOC and system application over lap.It makes NOC and system application over lap.
Mechanism that is able to grasp abnormal and irregularitMechanism that is able to grasp abnormal and irregularity condition with they condition with the
viewpoint of availability, especially is importantviewpoint of availability, especially is important
（１）（１）（１）（１）（１）（１）（１）（１） Trouble or accident? Trouble or accident? 
（２）（２）（２）（２）（２）（２）（２）（２） Security incidents?Security incidents?
⇒⇒⇒⇒⇒⇒⇒⇒ It had better do a consideration well to live together with insiIt had better do a consideration well to live together with insidede

security surveillance. security surveillance. 
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６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring
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６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring
１）１）１）１）１）１）１）１）Category of security monitoringCategory of security monitoring

Good case Good case 
Bad caseBad case

Security policySecurity policy
Rule Rule 

Access controlAccess control
Mechanism for Mechanism for 

protectionprotection

Abuse of rightAbuse of right
How to detect it? Is it critical incident?How to detect it? Is it critical incident?

Expansion of the protection mechanismExpansion of the protection mechanism
Detection mechanism of access control violationDetection mechanism of access control violation

Detection mechanism of the policy violationDetection mechanism of the policy violation

The lawThe law
Compliance Compliance 
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６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring
２）２）２）２）２）２）２）２） Example of the category as view point of the occurrence phenomenExample of the category as view point of the occurrence phenomenon on 

(1) (1) Unauthorized accessUnauthorized access
1) 1) Cracker attack and BOTCracker attack and BOT
2)2) Worm Worm （（（（（（（（Active AttackActive Attack、、、、、、、、Remote ExploitRemote Exploit））））））））
3) 3) MalwareMalware such as computer virus and Trojan Horse such as computer virus and Trojan Horse 

（（（（（（（（Passive AttackPassive Attack、、、、、、、、Contents ExploitContents Exploit））））））））
4) Access control violation4) Access control violation

(2) (2) Security policy violation Security policy violation 
1) 1) Account management violation Account management violation 
2) 2) Action of authority outside Action of authority outside 
3) 3) Dangerous action etc. Dangerous action etc. 

(3) (3) Devices trouble and disasters Devices trouble and disasters 
(4) (4) Operation accident and setting mistake Operation accident and setting mistake 
(5) (5) Suspicious access Suspicious access 

1) 1) Anomaly behaviorAnomaly behavior
2) 2) OthersOthers（（（（（（（（Investigation necessaryInvestigation necessary））））））））
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６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring

３）３）３）３）３）３）３）３）Example of incident category as view point of the threatExample of incident category as view point of the threat
(1) (1) Business stoppage Business stoppage 

With which system or which segment?With which system or which segment?

(2) (2) Information leakage Information leakage 
With which information?With which information?

(3) (3) Morals collapse Morals collapse 
With which level? With which level? （（（（（（（（Viciousness degree Viciousness degree ））））））））

There is the method that binds the alert as above.There is the method that binds the alert as above.
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６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring
４）４）４）４）４）４）４）４） Example of the determination of level of importanceExample of the determination of level of importance

(1) (1) Unauthorized accessUnauthorized access
(2) (2) Security policy Security policy 

violationviolation
(3) (3) Devices trouble Devices trouble 

and disasters and disasters 
(4) (4) Operation accident Operation accident 

and setting mistakeand setting mistake

(5) (5) Suspicious accessSuspicious access

Business stoppageBusiness stoppageInformation leakageInformation leakageMorals collapseMorals collapse
Threat categoryThreat category

◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎

△△△△△△△△ ◎◎◎◎◎◎◎◎ ◎◎◎◎◎◎◎◎

◎◎◎◎◎◎◎◎ △△△△△△△△ △△△△△△△△

◎◎◎◎◎◎◎◎ ○○○○○○○○ ○○○○○○○○

To above which does it correspond?To above which does it correspond?
Confirmation to the scene of the factConfirmation to the scene of the fact……

REDRED OrangeOrange YellowYellow
Level of importanceLevel of importance

GreenGreen

It has occurredIt has occurred
when,where,which etc.when,where,which etc.

REDRED
OrangeOrange
YellowYellow
GreenGreen

※※※※※※※※ Prompt correspondence Prompt correspondence 
Precaution/urgently correspondence Precaution/urgently correspondence 
Attention /weekly/monthlyAttention /weekly/monthly
Information/statistics Information/statistics 

Thought in each organizationThought in each organization

OccurrenceOccurrence
phenomenon phenomenon 
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５）５）５）５）５）５）５）５）Concept of Integrated security monitoring Concept of Integrated security monitoring 

６．６．６．６．６．６．６．６．Security MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity MonitoringSecurity Monitoring

Firewall logFirewall logFirewall logFirewall logFirewall logFirewall logFirewall logFirewall log
AVGWAVGWAVGWAVGWAVGWAVGWAVGWAVGW

Access logAccess logAccess logAccess logAccess logAccess logAccess logAccess log
syslogsyslogsyslogsyslogsyslogsyslogsyslogsyslog

Audit logAudit logAudit logAudit logAudit logAudit logAudit logAudit log
databes databes databes databes databes databes databes databes loglogloglogloglogloglog

IDSIDSIDSIDSIDSIDSIDSIDS・・・・・・・・IPSIPSIPSIPSIPSIPSIPSIPS
Penetration toolPenetration toolPenetration toolPenetration toolPenetration toolPenetration toolPenetration toolPenetration tool

inventory managementinventory managementinventory managementinventory managementinventory managementinventory managementinventory managementinventory management
Health checkHealth checkHealth checkHealth checkHealth checkHealth checkHealth checkHealth check

etc.etc.etc.etc.etc.etc.etc.etc.

Severs, NodesSevers, NodesSevers, NodesSevers, NodesSevers, NodesSevers, NodesSevers, NodesSevers, Nodes
DevicesDevicesDevicesDevicesDevicesDevicesDevicesDevices Tracking systemTracking systemTracking systemTracking systemTracking systemTracking systemTracking systemTracking system

TrackingTrackingTrackingTrackingTrackingTrackingTrackingTracking
Claim inquiryClaim inquiryClaim inquiryClaim inquiryClaim inquiryClaim inquiryClaim inquiryClaim inquiry

Security incidentSecurity incidentSecurity incidentSecurity incidentSecurity incidentSecurity incidentSecurity incidentSecurity incident
Troubles etc.Troubles etc.Troubles etc.Troubles etc.Troubles etc.Troubles etc.Troubles etc.Troubles etc.

Alert analysisAlert analysisAlert analysisAlert analysisAlert analysisAlert analysisAlert analysisAlert analysis
rulerulerulerulerulerulerulerule

Virtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDS

(1) (1) Unauthorized accessUnauthorized access
(2) Security policy violation (2) Security policy violation 
(3) Devices trouble / disasters (3) Devices trouble / disasters 
(4) Accident and mistakes (4) Accident and mistakes 
(5) Suspicious access (5) Suspicious access 

Threat analysisThreat analysisThreat analysisThreat analysisThreat analysisThreat analysisThreat analysisThreat analysis
ResponseResponseResponseResponseResponseResponseResponseResponse

logging logging logging logging logging logging logging logging 
Alert Alert Alert Alert Alert Alert Alert Alert 

ActionActionActionActionActionActionActionAction
RuleRuleRuleRuleRuleRuleRuleRule

ReactionReactionReactionReactionReactionReactionReactionReaction

RuleRuleRuleRuleRuleRuleRuleRule
InportanceInportanceInportanceInportanceInportanceInportanceInportanceInportance

AlertAlertAlertAlertAlertAlertAlertAlert

REDRED
OrangeOrange
YellowYellow
GreenGreen

LoggingLoggingLoggingLoggingLoggingLoggingLoggingLogging

Integrated security monitoring systemIntegrated security monitoring system
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６．１６．１６．１６．１６．１６．１６．１６．１ Characteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensor

FirewallFirewallFirewallFirewallFirewallFirewallFirewallFirewall

IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet

DMZDMZDMZDMZDMZDMZDMZDMZ

IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet

The internetThe internetThe internetThe internetThe internetThe internetThe internetThe internet

AAAAAAAA

BBBBBBBB

IDS/IPSIDS/IPSIDS/IPSIDS/IPSIDS/IPSIDS/IPSIDS/IPSIDS/IPS
Intrusion detection from the Internet Intrusion detection from the Internet 

Attack efficacy analysis Attack efficacy analysis 
Threat degree analysis Threat degree analysis 

interanetinteranet Virus worm Virus worm 
internal Attack or intrusion detectioninternal Attack or intrusion detection
P2P,  tunneling tool etc.P2P,  tunneling tool etc.
Policy violationPolicy violation

Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of Analysis under intelligence of 
VulnerabilityVulnerabilityVulnerabilityVulnerabilityVulnerabilityVulnerabilityVulnerabilityVulnerability・・・・・・・・ExploitExploitExploitExploitExploitExploitExploitExploit・・・・・・・・RootKitRootKitRootKitRootKitRootKitRootKitRootKitRootKit

Removal of noiseRemoval of noiseRemoval of noiseRemoval of noiseRemoval of noiseRemoval of noiseRemoval of noiseRemoval of noise

IDS IDS DoSDoS
Operation of a flexible detection ruleOperation of a flexible detection rule
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６．１６．１６．１６．１６．１６．１６．１６．１ Characteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensor

FirewallFirewallFirewallFirewallFirewallFirewallFirewallFirewall

IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet

DMZDMZDMZDMZDMZDMZDMZDMZ

IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet IntranetIntranetIntranetIntranetIntranetIntranetIntranetIntranet

The InternetThe InternetThe InternetThe InternetThe InternetThe InternetThe InternetThe Internet

Virtual IDS Virtual IDS Virtual IDS Virtual IDS Virtual IDS Virtual IDS Virtual IDS Virtual IDS 
of internal threatof internal threatof internal threatof internal threatof internal threatof internal threatof internal threatof internal threat logslogslogslogslogslogslogslogs

AnalysisAnalysisAnalysisAnalysisAnalysisAnalysisAnalysisAnalysis
DetectionDetectionDetectionDetectionDetectionDetectionDetectionDetection
WormWormWormWormWormWormWormWorm
Suspicious accessSuspicious accessSuspicious accessSuspicious accessSuspicious accessSuspicious accessSuspicious accessSuspicious access

Virtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDSVirtual IDS
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６．１６．１６．１６．１６．１６．１６．１６．１ Characteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensorCharacteristic and usage of monitoring sensor

ＤｏＳＤｏＳＤｏＳＤｏＳＤｏＳＤｏＳＤｏＳＤｏＳ

APAP

ServiceService
APAP

ＴＣＰＴＣＰＴＣＰＴＣＰＴＣＰＴＣＰＴＣＰＴＣＰ

ＩＰＩＰＩＰＩＰＩＰＩＰＩＰＩＰ

Thread and QueueThread and Queue
Exclusion controlExclusion control
Successive clicks userSuccessive clicks user
Request numberRequest number
Low speed circuit userLow speed circuit user
Successive clicks userSuccessive clicks user

SynSyn FloodFlood
Session number  etc.Session number  etc.

UDP, ICMP FloodUDP, ICMP Flood
Smarf Smarf etc.etc.

DBDB

Layer imageLayer image

３３３３３３３３

４４４４４４４４

５５５５５５５５

６６６６６６６６

７７７７７７７７
Dead lockDead lock
Exclusion controlExclusion control
Successive clicks userSuccessive clicks user

Threat or MethodThreat or Method

Node downNode down
Overflow of the networkOverflow of the network

Protocol stackProtocol stack
Session controlSession control such as Firewallsuch as Firewall
Rejection of  new sessionsRejection of  new sessions

Rejection of  new sessions Rejection of  new sessions 

Processing impossible/delayProcessing impossible/delay

Resources waste by the Resources waste by the 
minority user and generalminority user and general
user processing impossibleuser processing impossible

DamageDamage

There may not beThere may not be
malice.malice.
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

Is it just accident? Is it just accident? 

Trouble? Trouble? 
Recovery,,Recovery,,

Mistake/Ignorant?Mistake/Ignorant?
Morals collapse / Broken window theoryMorals collapse / Broken window theory
Not make the enemyNot make the enemy

Intentional?Intentional?
Sensitive operation / Thoroughly Sensitive operation / Thoroughly 
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

Where is the enemy? Where is the enemy? 

OutsideOutside：：：：：：：：
Normal operationNormal operation

Inside   Inside   ：：：：：：：：
Sensitive operationSensitive operation

The way of response differs largely.The way of response differs largely.
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

Event Event 
recognitionrecognition

AA））））））））
Present condition confirmation Present condition confirmation 
Survey important matterSurvey important matter

DD））））））））
More damage possibility More damage possibility 
analysisanalysis

1) 1) Flow of urgent correspondence Flow of urgent correspondence 

BB））））））））
Survey policy planningSurvey policy planning

CC））））））））
Damage contentsDamage contents
Survey/analysisSurvey/analysis

Discovery of new possibility and factDiscovery of new possibility and fact

Tentative Tentative 
correspondencecorrespondence

(1) (1) Damage expansion preventionDamage expansion prevention
(2) Evidence security(2) Evidence security

EE））））））））
SubstantialSubstantial
correspondence correspondence 

What is breaking out? What is breaking out? 
Is the enemy someone? Is the enemy someone? 
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

AA））Present condition confirmation/ Survey important matterPresent condition confirmation/ Survey important matter

1) 1) Present condition confirmation Present condition confirmation 
((1) 1) hearinghearing

Detection method, Correspondence contents, PhenomenonDetection method, Correspondence contents, Phenomenon
Network system configuration, Person concerned, OrganizatNetwork system configuration, Person concerned, Organization, software Version ion, software Version 

2) 2) Investigation requirement / Decision of the goal Investigation requirement / Decision of the goal 

(1) (1) Investigation TargetInvestigation Target
1. 1. Confirmation of the incident contentsConfirmation of the incident contents
2. 2. Criminal investigation Criminal investigation 
3. 3. RecoveryRecovery

(2) (2) Restriction time?Restriction time?

(3) (3) Cost?Cost?
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

BB））Survey policy planningSurvey policy planning
1) 1) Are almost the contents able to conjecture?  (from outside or  iAre almost the contents able to conjecture?  (from outside or  inside? )nside? )

((1) 1) From trace to surveyFrom trace to survey

-- Detailed survey to cost, time, experience, advanced skill necessDetailed survey to cost, time, experience, advanced skill necessary ary 
-- ToolsTools
-- IssuesIssues

Volatility trace Volatility trace 
Trace that is not remaining to HDD (history)Trace that is not remaining to HDD (history)

(2) (2) Survey with method of elimination Survey with method of elimination 

-- Pickup of possibility that under consideration of the intrusion Pickup of possibility that under consideration of the intrusion route and methodroute and method
constitution of the present condition.constitution of the present condition.

-- And, enforcement with method of elimination from a/the log and And, enforcement with method of elimination from a/the log and trace trace 

In any case, you must decide the survey method in terms of settlIn any case, you must decide the survey method in terms of settlement and, survey range.ement and, survey range.



49 All Rights Reserved, Copyright© NISHIMOTO Itsuro, 2005

７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

CC））Damage contents Survey/analysisDamage contents Survey/analysis
1) 1) Survey from a/the disk imageSurvey from a/the disk image

2) 2) Survey as it operated Survey as it operated 

Advance mechanism 
(record) Good tools

Condition of the memoryCondition of the memory
Condition of the ports and processCondition of the ports and process
Condition of the the screenCondition of the the screen
File such as temporary, program/script, setting, data, logsFile such as temporary, program/script, setting, data, logs
etc.etc.

3) 3) Analysis Analysis 
The method, enforcement contents, timing etc.The method, enforcement contents, timing etc.
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

DD））More damage possibility analysisMore damage possibility analysis

Investigation resultInvestigation result

In the case that the fact and possibility of the exception thIn the case that the fact and possibility of the exception that at 
are out in the table appearedare out in the table appeared

Many cases (hypothesize necessary)Many cases (hypothesize necessary)
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７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

EE））））））））Substantial correspondence Substantial correspondence 

1) Institutional correspondence 1) Institutional correspondence 
((1) 1) Project organization Project organization 
((2) 2) Public relationsPublic relations
((3) 3) Security policy etc. Security policy etc. 
((4) 4) Education/trainingEducation/training

2) 2) Technical correspondence Technical correspondence 
((1) 1) The countermeasure planning and enforcementThe countermeasure planning and enforcement

(determent, prevention, defense, detection, recovery) (determent, prevention, defense, detection, recovery) 
(2) (2) Inspection and Audit Inspection and Audit 
※※※※※※※※ Excessive/hypersensitive  Too little/insensitive Excessive/hypersensitive  Too little/insensitive 

Official recoveryOfficial recovery
Recurrence prevention Recurrence prevention 
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７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident Response７．７．７．７．７．７．７．７．Incident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident ResponseIncident Response

Green

Viciousness 
security policy 
violation
Accident that is 
connected to 
information 
leakage or
missing 

Viciousness 
attack 

Less 3 hours 
stoppage is 
expected

Less 3 hours 
stoppage is 
expected

Yellow

Over 3 hours 
stoppage is 
expected 

No prospect of recovery  
and large-scale obstacle

Related to client PC 
environment B

Disclosure 
information 
missing

Intrusion  is 
expected 

Over 3 hours 
stoppage is 
expected 

Orange

Security scandal

Security attack from the outside 

Related to the nucleus system 

Contents

Disclosure information 
leakageD

Intruded

C

No prospect of recovery

A
RedCategory

７）７）７）７）７）７）７）７）Example of emergency category Example of emergency category 
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８．８．８．８．８．８．８．８．Practice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice level
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８．８．８．８．８．８．８．８．Practice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice level

((1)1) ComplianceCompliance
-- Clarification of the management item Clarification of the management item 

Notice the policy such as security policy and rule etcNotice the policy such as security policy and rule etc..
-- Proof of management enforcement Proof of management enforcement 

Record a/the basis Record a/the basis 
⇒⇒⇒⇒⇒⇒⇒⇒ Effective utilization of groupware Effective utilization of groupware 

((2) 2) Passive security measurePassive security measure
-- TraceabilityTraceability
-- Security monitoringSecurity monitoring
-- Fundamentally defense planFundamentally defense plan

(3) (3) Active security measureActive security measure
-- Prevention planPrevention plan
-- Determent plan Determent plan 

MinimumMinimum

Even if  it occurs Even if  it occurs 
it is able to it is able to 
correspond correspond 

Event is not producedEvent is not produced

1) 1) Outline of practice levelOutline of practice level
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８．８．８．８．８．８．８．８．Practice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice level

Passive security measurePassive security measure

Active security measureActive security measure

Requested security level 

Necessary infrastructure Necessary infrastructure 

Event is not produced

Even if  it occurs,,

2) 2) Level and measure method that are requestedLevel and measure method that are requested
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８．８．８．８．８．８．８．８．Practice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice level

By the wayBy the way

Problem on security must solve it without fail,Problem on security must solve it without fail,
because sometimes it should be happened.because sometimes it should be happened.

And there is not causality in the importance of And there is not causality in the importance of 
the result and its cause.the result and its cause.
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８．８．８．８．８．８．８．８．Practice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice levelPractice level

3) 3) Not only functions of PSOCNot only functions of PSOC
but also visual effects might be more important. but also visual effects might be more important. 
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Any questions?Any questions?Any questions?Any questions?Any questions?Any questions?Any questions?Any questions?
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