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|. Methodology to predict incidents

1 HoneyPot

- Hacking Tools and worm samples being spread
In the net
- Analysis for the current attack

ation with 1SP, IDEfe
- Conflict with privacy |
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|. Methodology to predict incidents

4 Predicting Incidents using statistics

- Trend of Incidents statistics
- Through the security surveys
(CS /MBI, Symantec)

- Virus
B Hacking
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|. Methodology to predict incidents

J What level isyour economies security in?
- No methodology available in AP
- Need our standard to get the figures in AP

2002,12 2003.6 2003.12 2004.6




KrCERT/CC, KISA

Il. Estimating the impact of the incidents
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Il. Estimating the impact of the incidents

] Research or Incidents Trend

- Each research shows different figures regarding
the impact(eg. Mi2G, CS /FBl)

t((Time & Cost)
del with enough data to estimate

- Email, Telephone, or Fax are also available (Passive)
- But recommend a portal site (Proactive)
- Who will get that information? ( Members only or not?)
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lll. The Traffic Monitoring Portal Site

d Goal

- Enhancing International security protection
methodology

- Developing a communication channel for
International cooperation
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lll. The Traffic Monitoring Portal Site
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lll. The Traffic Monitoring Portal Site
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lll. The Traffic Monitoring Portal Site

U Developing the site

http://www.net-traffics.org/
- Need a graph to show the detail of statistics
- About 1,200 logs an hour per country

Stotestics Top 10 Aktacks

Future
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IV. Is the traffic data critical information?

d Critical Information
- Depending on each economies’ view
- Yes, it isonly if the data includes private information

- Don’'t need any private information in the portal site
-

affic data?

|- |
‘:,»:«::-. t :

- Policy view
- Technology vien




KrCERT/CC, KISA

V. Conclusion

1 Open mind and Join the project

U Havealook at the contents of the data,
_then you will think in a different way
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