
Leurré.Leurré.comcom::
a worldwide distributed platform a worldwide distributed platform 

to study Internet threatsto study Internet threats
DeployedDeployed andand ManagedManaged by by 

TheThe Eurecom Eurecom InstituteInstitute

((teachingteaching andand researchresearch instituteinstitute locatedlocated on on thethe French Riviera)French Riviera)

Contact Point:Contact Point:
dacier@eurecom.frdacier@eurecom.fr
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OverviewOverview

•• Leurré.Leurré.comcom: : whywhy andand howhow

•• Web interface: a Web interface: a fewfew examplesexamples

•• SomeSome ‘non trivial’ ‘non trivial’ resultsresults..

•• ConclusionsConclusions
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MotivationsMotivations

•• WeWe do do notnot preciselyprecisely knowknow thethe threatsthreats wewe are are 
facingfacing andand wewe do do notnot knowknow if/if/howhow theythey evolveevolve ……

•• …… because of the lack of model to characterize because of the lack of model to characterize 
them them ……

•• … because … because ofof thethe lacklack ofof unbiased, quantitative unbiased, quantitative 
data available to  build such model data available to  build such model ……

•• … because … because ofof thethe lacklack ofof environmentenvironment to to collectcollect
suchsuch data!data!
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Leurré.Leurré.comcom

•• This This projectproject aimsaims atat deployingdeploying thethe veryvery samesame
honeypots in a large honeypots in a large numbernumber ofof diverse diverse 
locations.locations.

•• EarlyEarly resultsresults demonstratedemonstrate thethe complementaritycomplementarity
ofof thisthis approachapproach to to soso--calledcalled Internet Internet telescopestelescopes
andand DarknetsDarknets..

•• YouYou cancan seesee thisthis as a simple, as a simple, widelywidely distributeddistributed, , 
fine fine grainedgrained network monitoring network monitoring systemsystem
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Mach0
Windows 98 

Workstation
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Windows NT (ftp 

+ web server)
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30 30 platformsplatforms, 20 countries, 5 continents, 20 countries, 5 continents
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In Europe …In Europe …



02
/2

4/
20

05
 –

A
PR

IC
O

T 
Se

cu
rit

y
Tr

ac
k

–
D

ac
ie

r M
. 8/31

WinWin--WinWin PartnershipPartnership

• The interested partner provides …
•One old PC (pentiumII, 128M RAM, 233 

MHz…),
•4 routable IP addresses,

• EURECOM offers …
•Installation CD Rom 
•Remote logs collection and integrity check.
•Access to the whole SQL database by 

means of a secure web access.
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OverviewOverview

•• Leurré.Leurré.comcom: : whywhy andand howhow

•• Web interface: a Web interface: a fewfew examplesexamples

•• SomeSome ‘non trivial’ ‘non trivial’ resultsresults. . 

•• ConclusionsConclusions
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6 6 monthsmonths ofof data, by countrydata, by country

•• CountCount allall IP sources IP sources thatthat have have contactedcontacted
allall ourour platformsplatforms duringduring thethe lastlast six six 
monthsmonths..

•• IdentifyIdentify thethe country country ofof thethe attackingattacking IPIP

•• Plot Plot oneone curvecurve perper countrycountry
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????
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YU: YU: SerbiaSerbia andand MontenegroMontenegro

•• YU YU hashas contactedcontacted onlyonly oneone platformplatform

•• IdentifyIdentify thethe sequencesequence ofof ports ports probedprobed by by 
eacheach attackingattacking IPIP

•• Plot Plot oneone curvecurve perper sequencesequence ofof portsports
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High similarity
between two

different attack
tools!?

High similarity
between two

different attack
tools!? But …

?
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W32.Welchia.D.Worm ???W32.Welchia.D.Worm ???

•• Exploits multiple vulnerabilities, including:Exploits multiple vulnerabilities, including:
–– The DCOM RPC vulnerability using TCP port 135. The DCOM RPC vulnerability using TCP port 135. 
–– The Workstation service buffer overrun vulnerability The Workstation service buffer overrun vulnerability 

using TCP port 445. using TCP port 445. 
–– The Locator service vulnerability using TCP port 445The Locator service vulnerability using TCP port 445

•• TargetsTargets Windows XP Windows XP andand Windows 2000Windows 2000
(Windows NT (Windows NT alsoalso vulnerablevulnerable to to thethe firstfirst 2 2 attacksattacks))
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One more One more viewpointviewpoint

•• Use passive OS Use passive OS fingerprintingfingerprinting toolstools (p0f, (p0f, 
disco, ettercap) disco, ettercap) againstagainst eacheach attackingattacking IP.IP.

•• Plot Plot oneone curvecurve for for eacheach OS type.OS type.
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DiscussionDiscussion

•• WelchiaWelchia doesdoes notnot seemseem to to bebe thethe onlyonly cause cause ofof
thesethese attacksattacks because because ofof::
–– TheThe bizarre bizarre peakpeak ofof attacksattacks comingcoming fromfrom NT boxes NT boxes 
–– TheThe factfact thatthat onlyonly oneone platformplatform isis targetedtargeted by by thisthis

countrycountry

•• Are Are therethere attackersattackers ‘‘surfingsurfing’ on ’ on thethe traces traces ofof
otherother attacksattacks in in orderorder to to hide themselveshide themselves??

•• More More researchresearch isis requiredrequired..
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OverviewOverview

•• Leurré.Leurré.comcom: : whywhy andand howhow

•• Web interface: a Web interface: a fewfew examplesexamples

•• SomeSome ‘non trivial’ ‘non trivial’ resultsresults. . 

•• ConclusionsConclusions
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ISC (Dshield) Limitations

Source: Internet Storm Center
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During the last 6 monthsDuring the last 6 months

•• 345718 345718 IPsIPs have have 
probed only 1 host probed only 1 host 
per platformper platform

•• 36287 have probed 36287 have probed 
only 2 hosts per only 2 hosts per 
platformplatform

•• 136331 136331 IPsIPs have have 
probed all hosts of a probed all hosts of a 
given platformgiven platform

1 host
67%

2 
hosts
7%

all 
hosts
26%
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. 23/31P(P(sendingsending a a packetpacket to an open port)to an open port)

for an for an attackerattacker whowho sendssends packetspackets to to allall
machines machines ofof a a givengiven environmentenvironment
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. 24/31P(P(sendingsending a a packetpacket to an open port) to an open port) 

for an for an attackerattacker whowho sendssends packetspackets to to onlyonly
oneone machine machine ofof a a givengiven environmentenvironment
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TargetedTargeted attacksattacks: Port 1433 : Port 1433 exampleexample
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Results: identification of the Results: identification of the 
scannerscanner

•• 5 5 different types of scans have probed different types of scans have probed 
that port between point 1 and point 2that port between point 1 and point 2

•• Only 2 of these 5 have been observed Only 2 of these 5 have been observed 
between point 3 and 4.between point 3 and 4.

•• The scanning tool is quite likely one of The scanning tool is quite likely one of 
these two.these two.
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Results: identification of the Results: identification of the 
scanner (scanner (ctdctd.).)
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OverviewOverview

•• Leurré.Leurré.comcom: : whywhy andand howhow

•• Web interface: a Web interface: a fewfew examplesexamples

•• SomeSome ‘non trivial’ ‘non trivial’ resultsresults. . 

•• ConclusionsConclusions
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ConclusionsConclusions

•• ExperienceExperience shows shows thatthat thisthis data set data set isis a gold a gold 
mine for mine for researchersresearchers..

•• ItIt cancan provideprovide thethe foundationsfoundations to to buildbuild a new a new 
generationgeneration ofof earlyearly warning information warning information systemssystems

•• WeWe, , atat Eurecom, Eurecom, cancan onlyonly taketake advantageadvantage ofof a a 
fraction fraction ofof itit..
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WeWe needneed youyou … … 

•• … to … to deploydeploy more more platformsplatforms in in AsiaAsia PacificPacific..

•• … to … to seesee otherother teams teams carryingcarrying out out theirtheir ownown
researchresearch withwith ourour data sets.data sets.

•• … to … to buildbuild a a trulytruly international international cooperativecooperative
environmentenvironment to to fightfight Internet Internet threatsthreats..

Contact: Contact: dacierdacier@@eurecomeurecom..frfr



02
/2

4/
20

05
 –

A
PR

IC
O

T 
Se

cu
rit

y
Tr

ac
k

–
D

ac
ie

r M
. 31/31

ReferencesReferences

• F. Pouget, M. Dacier, “Honeypots-based Forensics”, Proc. Of the 
AusCERT2004 Conference (refereed stream), May 23-27 2004, 
Brisbane, Australia.

• M. Dacier, F. Pouget, H. Debar, “Attack Processes found on the 
Internet”, Proc. NATO Symposium on Adaptive Defense in 
Unclassified Networks, April 2004.

• M. Dacier, F. Pouget, H. Debar, “Honeypots: Practical Means to 
Validate Malicious Fault Assumptions on the Internet”, Proc. 10th 
IEEE International symposium Pacific Rim Dependable Computing 
(PRDC10),March 2004, pages. 383-388.

Exhaustive and up to date list of publications available at
http://www.eurecom.fr/~pouget/papers.htm


