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== because of the lack of unbiased, quantitative
data available to build such model ...

... because of the lack of environment to collect
such datal



SHIIsipoject aims at deploying the very same
IONEYPOLS In a large number of diverse
[OCALIoNS.

SMEarly results demonstrate the complementarity

e

=~ 0f this approach to so-called /nternet telescopes
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= and Darknets.

_ S You can see this as a simple, widely distributed,
fine grained network monitoring system
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terested partner provides ..

e old PC (pentiumll, 128M RAM, 233
41 Z )

*..a— *-4 routable IP addresses,
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- ® EURECOM offers ..
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- e |nstallation CD Rom

®* Remote logs collection and integrity check.

® Access to the whole SQL database by
means of a secure web access.
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SVED interface: a few examples
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5 contacted only one platform

; the seguence of ports probed by
tacklng P
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BEXPI0ILS mUItiple vulnerabilities, including:
— [ql€ J -o RPC vulnerability using TCP port 135.

— The \ Drkstatlon service buffer overrun vulnerability
u\ gTCP port 445.

S -- e Locator service vulnerability using TCP port 445
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= Targets Windows XP and Windows 2000

(Windows NT also vulnerable to the first 2 attacks)
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e OS fingerprinting tools (poOf,
cap) against each attacking IP.
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| ne curve for each OS type.
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SRVEIChIa does not seem tor be the only cause of
'thes dttacks ecause of:
IiEbizarre peak of attacks coming from NT boxes

ct that only one platform Is targeted by this
_:CE ry
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s Are there attackers ‘surfing’ on the traces of
- *e?cher attacks in order to hide themselves?

,.
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® More research Is required.
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(Dshield) Limitations
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probed g/ T‘ o host34)
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86287 | "brobed / —
| #_Ofll/-_,‘,ﬁ@ S per ) 1 host
~ platform 67%
:ﬁ*‘-*’I" 36331 IPs have hosts
. %

~ probed all hosts of a
given platform



1

—

.

Vironmen

AChINes offargiven en

P(SEndingla packet to an open port)
iolpan attacker Who Sends packersstorallss

"

e —>del L

11V
[RAE
o€nug
g8cinug
IRAUCE
9cZinug
GZinug
XAUCE
¢cinug
Lcinug
0cinug
v1iAug
cTinug
6!AU-
giAudg
9lAu4g
GIAUS
1ZUCE
¢inug
TiAug




o

; 4 1V
— g TEIAUT

%IT_ 0EINUT
8ZIAUT
J ZINUT
9ZINUT
GZINUT
€ZINUT
Z2INUT

[ |
5= 0 TZIAUS

— _\_
e 0ZIAUT
—— RalE
| £TIAUT

[ ]
=
= e

9IAUZ
g GiAu

o O O O
0 O < «
| | | |

1

givVen envirenmen

rAE
TIAUT

N,,
¢
o
o
o)
(¢b)
X
(D)
o)
@)
0p)
@)
c
(D)
0p)
@)
c
=
S
(¢b)
X
(D)
o)
+
ol
qe)
—
L)

-
e
| -
@)
@k
cC
(b)
Q.
@)
c
qu]
@)
)
SE]
€b)
=
o
qu)
®h
qu)
Cp)
N
an

PHE machine offa

10

19eq — Xoell




24/01/04

ko,
i
QO
I

X
2
|_
2
;§
|_
Q
O
0
ol
b
To)
<
=,
N
?
N
I
O =

06/11/03

2 X g RO 2L 2L oL Ll 2L O AL
RIS T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TT T T T TT T T TTTTTT PR T T T 1T VORI AR AARRASIR




;'ll 02/24/2005 — APRICOT Security Track — Dacier

e .

—

* entlflcatlon of the,
SeneT 0w

Spdiiierent types of scans have probed
UEll Jr t petween point 1 and point 2

> Oml\ 4 of these 5 have been observed
-.-e@;ws point 3 and 4.

——

'f -The scanning tool is quite likely one of

' _- ‘these two.
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® Conclusions
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EXperience shows that this data set is a gold

frlifle {e"'searchers.
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e We‘, at Eurecom, can only take advantage of a
fraction of It.



e-a@:yeu -

e deploy more platforms in Asia Pacific.

.. o ;éi ‘other teams carrying out their own
e:ﬁap W|th our data sets.

- — ":-:: .:

To puild a truly international cooperative
= e*nwronment to fight Internet threats.
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Contact: dacier@eurecom.fr
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